
CASE STUDY

THE CHALLENGE

HeyJobs, an AI-powered employee candidate recruiting 
platform, faced a common yet critical dilemma: how to maintain 
an effective and scalable security program with a lean team. 
Their small, four-person security team constantly needed to 
balance the demands of daily operations while delivering high-
quality, secure features to their global customer base. 

HeyJobs was also proactively working towards compliance 
certifications, such as ISO 27001, and adhering to the European 
Artificial Intelligence Act, a non-negotiable given the nature 
of the personal data they processed—including resumes, 
emails, and phone numbers. HeyJobs’s security team needed 
a solution that would help them deliver new features with 
confidence, while keeping pace with their ambitious growth and 
compliance goals.

THE SOLUTION

HeyJobs partnered with Cobalt to supplement their security 
capabilities with fast and actionable pentests. The speed 
and intuitive nature of the Cobalt Offensive Security Platform 
allowed HeyJobs to kick off pentests with minimal lead time, 
while Jira integration accelerated remediation. The 12-month 
retest window offered their team flexibility for planning and 
executing remediations and mitigations, enabling HeyJobs to 
proactively address vulnerabilities before feature releases. The 
Cobalt Core also provided HeyJobs’s security team with fresh 
perspectives and valuable expertise for continuous learning.

HeyJobs secures its recruiting  
platform with Cobalt

“Cobalt provides a genuinely collaborative pentesting experience. Our team 
deeply appreciates the direct access to pentesters working on European hours 
and the constant communication via Slack. This setup enables us to learn so 
much, as the pentesters clearly explain their findings and guide  
us on remediation, making it an incredibly valuable partnership.”

RODRIGO OLIVEIRA, PLATFORM ENGINEERING AND TEAM LEAD AT HEYJOBS

INDUSTRY

Software Development: Talent acquisition

SIZE

250+ employees

HEADQUARTERS

Berlin, Germany

COBALT SERVICES

Web application and API pentests, network 
pentests, cloud configuration review, and 
DAST

BY THE NUMBERS

170+ hours of pentesting annually
50+ findings resolved over 3 years

ABOUT CUSTOMER

HeyJobs leverages machine learning 
algorithms and performance marketing to 
match job seekers with suitable employment 
opportunities across multiple channels, 
aiming to streamline the recruitment 
process for both employers and candidates 
while delivering cost-effective hiring 
solutions.
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To learn more about what Cobalt can do for 
your organization, visit www.cobalt.io/get-started

Rodrigo Oliveira, Platform Engineering and Team Lead at 
HeyJobs, stated: “Cobalt provides a genuinely collaborative 
pentesting experience. Our team deeply appreciates the direct 
access to pentesters working on European hours and the 
constant communication via Slack. This setup enables us to 
learn so much, as the pentesters clearly explain their findings 
and guide us on remediation, making it an incredibly valuable 
partnership.”

THE OUTCOME

HeyJobs instituted an offensive security program with bi-annual 
pentesting of their platform, supplemented by tests of new 
customer-facing features. Automatically triggered pentests 
allowed the HeyJobs security team to address high-severity 
vulnerabilities before releases. Beyond this, HeyJobs also ran 
DAST scans and completed multiple narrow scope pentests for 
continuous monitoring of internal networks and domains, to 
quickly identify issues such as DNS record changes.

After completing pentests, HeyJobs logged all findings and 
their severities in their ticketing system, so their tech leads 
could quickly prioritize high-severity issues and roadmap fixes, 
and implement preventive measures to avoid recurrence. This 
proactive program directly supported HeyJobs’s goals to 
support ISO 27001 certification and prepare for the European 
Artificial Intelligence Act. 

“Cobalt is more than just a pentest provider. They seamlessly 
integrate into our SDLC and act as an extension of our security 
team, clarifying findings and guiding us through remediation. 
It’s an efficient and empowering way to better our security 
posture without needing to deep-dive into every technical detail 
ourselves,” concluded Boris Diebold, CTO at HeyJobs.

“Cobalt is more than just 
a pentest provider. They 
seamlessly integrate into 
our SDLC and act as an 
extension of our security 
team, clarifying findings 
and guiding us through 
remediation.”

BORIS DIEBOLD 
CTO, HEYJOBS
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https://www.youtube.com/channel/UCsWLzFUqOmAmjfP_CKMnO3g
https://x.com/cobalt_io
https://www.linkedin.com/company/cobalt_io/
https://www.instagram.com/cobalt_io/?hl=en
https://www.facebook.com/people/Cobaltio/61561052005386/

